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HNucTpykuus

AJIs1 00y4YaroIIKXCsl 10 o0ecnedeHn 0 HHGOPMaMOHHO 0€30I1aCHOCTH NIPH
HUCNno1b30BaHuu ceTu «MHTepHeT» NJIs1 pa3MenleHusl B y4eOHbIX KaOuHeTax,
B KOTOPBIX OCYLIEeCTBJIsIETCS A0CTYI B ceTh « AHTEepHeT»

C KaXIpIM TOJIOM MOJOJIEKHM B HMHTEPHETE CTAHOBUTHCS OOJIbIlE, a
IIKOJBHUKM OJHHM W3 CaMbIX aKTHUBHBIX MOJb30BaTeneil Pynera. Mexny Ttewm,
IOMHMO OIPOMHOTO KOJMYECTBAa BO3MOKHOCTEH, HHTEPHET HECET U MPOOIIEMBI.
Ota namsTKa JI0JKHA TOMOYb Tebe 0e30I1acCHO HaXOAUTHCS B CETH.

KomnbrotrepHbie BUPYCHI

KoMmbroTepHbIil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOTPaMM,
OTJIMYUTEIBHON  OCOOCHHOCTBIO  KOTOPOWM  SIBISIETCS  CIOCOOHOCTH K
Pa3MHOXKEHHIO. B [ONOJIHEHHE K 3TOMY, BHPYChl MOTYT IOBPEIHUTH WIA
MOJIHOCTBIO  YHUYTOXKHUTh Bce (ailibl W JaHHBIE, TOJKOHTPOJBHBIC
II0JIb30BATENI0, OT UMEHU KOTOPOro Obliia 3alylleHa 3apa)keHHasl IporpaMmma, a
TaK)X€ MOBPEIUTh WM JaX€ YHUUYTOKHUTH OIEPALMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 11esioM. B GoNbIIMHCTBE Cly4yaeB pacIpOCTPAHAIOTCS BUPYCHI Uyepe3
UHTEPHET.

MeTobl 3alMTHI OT BPEIOHOCHBIX TPOTPAMM:

1. Hcnonw3yil COBpEMEHHbIE OMNEPALMOHHBIE CHUCTEMbI, HMEIOIINE
CEpbE3HBII YPOBEHB 3aLUTHI OT BPEIOHOCHBIX IPOIPAMM;

2. TlocrosHHO ycTaHaBnuBail naTyv (UKM(pPOBBIE 3aIUIaTKH, KOTOPBIE
aBTOMATUYECKM YCTAaHABJIMBAIOTCS C LENbIO TOPAOOTKH MPOrpaMMbl) U APyTrHe
OOHOBJICHHSI CBOEW oOlepallMoOHHONW cucTemMbl. CkayumBaili HMX TOJBKO C
opunmansHOoro cairta paspaborunka OC. Ecau cymecTtByeTr pexuma
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotait Ha cBoeM KOMITbIOTEpE MO/ TMpaBaMU TOJb30BATENsA, a HE
aJIMUHUCTpATOpa. IDTO HE MO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX IMPOTPaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHbIE MPOTPAMMHBIE MPOAYKTHI H3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5.  Orpanuub (pU3HUUECKUI JOCTYI K KOMIBIOTEPY AJI TOCTOPOHHUX JIUII;

6. Hcnonw3yil BHENIHHME HOCUTENM HH(POpPMALMM, TaKhe Kak (ellka,
JTUCK Uiy (aiia U3 MHTEPHETA, TOIbKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KOMIBbIOTEPHBIE (aliiibl, MOTYYEHHBIE U3 HEHAJIEAKHBIX
UCcTOYHUKOB. Jlaxke Te (ailyibl, KOTOphIe MpHCIAl TBOM 3HAKOMBIM. Jlydiie
YTOYHU y HETO, OTIPABJISUI JIU OH Te€OE HX.

Cern WI-FI

Wi-Fi - 3T0 He BuJ mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb
openn, mapka. Eme B 1991 roay Hunepnanjckas KOMIaHUs 3aperUCTpUpOBalIa
opean "WECA", uyto o0o3nauasio cnoBocodetanue "Wireless Fidelity",
KOTOPBIN MEPEBOIUTCS Kak "0ecrpoBOAHASI TOYHOCTH'".

Jlo Hamiero BpeMeHH Jouuia apyras aOOpeBHarypa, KOTOpas SBISETCS



TakoW jxe TexHojorueil. Ito abOpematypa "Wi-Fi". Takoe Ha3zBaHue OBLIO
JIAaHO C HAMEKOM Ha CTaHJapT BbIciIel 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoje
O3HayaeT "BbICOKAss TOYHOCTB'.

Jla, OecruiaTHBI HWHTEPHET-IOCTYN B Kade, OTelsIX U a’dpornoprax
SBJIICTCS] OTJIMYHON BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE SKCIIEpPTHI
CUUTAIOT, 4TO o0mmenoctynusie Wi-Fi ceTn He aBIsI0TCS 6€30MacHBIMHU.

Cogetsl 110 Oe30macHOCTH paboTh B 00menocTynHbix cetsax Wi-fi:

1. He mepenaBaii cBOIO JMUHYIO WH(POPMAIIUIO Yepe3 OOIIEAOCTYITHBIC
Wi-Fi cetn. PaboTtas BHHX, jKeJIaTeIbHO HE BBOJUTH MAPOJIH JIOCTYIIA, IOTHUHBI |
KaKue - TO HOMepa;

2. Hcnonb3yil 1 OOHOBISN aHTUBUPYCHBIE MTPOTpaMMBbl U OpaHaAMayep.
Tem cambIM Thl 00€30MacHIlb ce0sl OT 3aKaYKK BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmoun ¢ynkiuio "OOmuUi T0OCTyI K
daiinam u npuntepam". [lanHas (QyHKIMS 3aKpbiTa MO YMOJIYAHHUIO, OJIHAKO
HEKOTOpbIE TOJIb30BATENId AKTUBUPYIOT €€ Uil yA0OCTBAa HCIIOJNb30BAaHUSA B
pabote unu yueoe;

4.  He ucnons3yit nyomuuasiidi WI-FI nns mepenaum nmudyHBIX JaHHBIX,
HaAIpUMeED IS BBIXOJAB COMMAIBHBIE CETH WIIA B DJICKTPOHHYIO MTOYUTY;

5. Hcnone3yit Tonpko 3amuineHHoe coenuHeHue uepe3 HTTPS, a we
HTTP, T.e. npu nHabope BeO-aapeca BBo M uMeHHO "https://";

6. B mMoOunbHOM Tenedone otkimoun ¢pyHkiuoo "[loakmouenue k Wi-Fi
aBToMarnuecku". He nomyckail aBTOMaTU4ECKOTO MOAKIIOUEHHSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormnacusi.

CounajibHble ceTH

CornuanbHble CeTH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOJIU PabOTaIOT
U KUBYT TaM MOCTOSTHHO. MHOTHE MOJIb30BaTeIM HE MOHUMAIOT, YTO UH(pOpMaIIus,
pa3MelieHHass MU B COLIMATBHBIX CETAX, MOXKET ObITh HalJIeHa U HCMOJb30BaHA
KEM YroJHO, B TOM YHCJI€ HE 00s3aTEIbHO C OJJaruMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMAIBHBIX CETX:

1. OrpaHudb CHHUCOK Apy3edl. Y TeOs B APY3bsAX HE JTOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammiuail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail maposu, Teiae(oHsI,
aiapeca, Jary TBOETO POXIACHUS © JAPYTYIO JUYHYIO HH(pOpMaIUIo.
31I0yMBIIIICHHUKA MOTYT KCIIONBh30BaTh Jake WH(OPMAITUIO O TOM, KaK Thl H
TBOU POAUTENM TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammumiail CBOIO pemyTalMio - JEPKHU €€ B YMCTOTE W 3ajaBail cebe
BOIIPOC: XOT€A OBl ThI, YTOOBI Jpyrue TMOJIb30BATEIW BHUICIU, YTO ThI
sarpyxaems? Ilomymaii, mpexae 4yeM 4To-TO OmyOJMKOBaTh, HAMUCaTh M
3arpy3uTh;

4. Ecnu Tel TOBOpPHUIIbL C JIIOJABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH
CBOE pealbHOE UMS U IPYTYIO JUYHYI0 UHPOPMALIUU: UMSI, MECTO KUTEIHCTBA,
MECTO y4ueObl U Mpoyee;

5. W30Oerait pasmenienus pororpaduii B UuTepHeTe, rae Thl U300paxeH
Ha MECTHOCTH, 10 KOTOPOU MOKHO OIMPEIEIUTH TBOE€ MECTOIOJIOKEHHUE;

6. Ilpu perucrpanuu B CONMATBLHON CETH HEOOXOIUMO WCIOJIB30BATh
CJIOHBIE TAPOJIH, COCTOSIINE U3 OyKB M IU(GP U C KOJUYECTBOM 3HAKOB HE
MeHee §;

7. Jlns commanpbHOM CeTH, MOYTHl M JAPYTUX CaWTOB HEOOXOIUMO



HCIIOJIB30BaTh Pa3HLBIC ImapoJiu. Toma €Cin TeOs B3JIOMAlOT, TO
3JIOYMBIIJICHHUKH I10Jy4YaT AJOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEKTPOHHbBIE IEeHbIH

DNeKTpOHHBIC JEHBIM - 3TO OYEHBb yMOOHBIA CIOCOO TIIATEXKEH, OTHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

OJIEKTPOHHBIE JEHBIU MOSABWINCH COBCEM HEJABHO U MMEHHO H3-3a 3TOIO
BO MHOTHUX I'OCYJIapCTBax JI0 CUX IIOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHUPYIOT M O HUX YK€ ITPOINKCAHO B 3aKOHE, I/1€
UX Pa3JeisaioT Ha HECKOJIBKO BUJIOB - AHOHMMHBIE U HE aHOHMMHbIE. Pa3HuIla B
TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsl MPOBOIUTH Ollepaluu
0e3 uAeHTU(QUKAUU I[0JIb30BAaTENs, a B HEAHOHUMHBIX WACHTU(DUKAIIMS
MI0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Takxke creqyer pa3nuyaTh SJEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U AJIEKTPOHHbIE He(hUATHBIC JCHBIU (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€30IaCHON PadbOTE C IEKTPOHHBIMU JIEHbIAMH:

1. IlpuBsku K cuery MOOWIBHBIN TenedoH. DTO camblii yAOOHBIM H
OBICTPBIA CIOCOO BOCCTAHOBUTH JOOCTyn K cuery. [lpuBsizaHHblil TenedoH
MIOMOXET, €CIM 3a0yAelllb CBOM IUIaTEXHbIM Maposib WM 3aijellb Ha CailT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2.  Hcnonb3yi onHopaszoBbie naposu. [lociie mepexona Ha yCHUIIEHHYIO
aBTOpHU3alLMI0 TeOe yxe He OyAeT yrpokaTb ONMacHOCTb Kpa)Ku WIM IepexBaTa
IUIATEKHOTO MapOJIs;

3. Bribepu crnoxubiii mapodb. [Ipectynaukam Oynet HE MPOCTO yrajaaTh
CJIOKHBIM mapoibs. HanexxHele maponam - 3TO mapoiid, KOTOPBIE CONEpPIKAT HE
MeHee 8 3HAKOB M BKJIIOYAIOT B CeOsl CTPOYHBIC U IPOMUCHBIE OYKBBI, TUDPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK J0Julapa, PyHTa, BOCKIUIATENbHBIA 3HAK
u 1.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbBIC TAHHBIC HA CATaX, KOTOPHIM HE JOBEPSCUIb.

DJIEKTPOHHASA MOYTA

DNeKTpOHHAs MMOYTA - ITO TEXHOJIOTUS U MPEJOCTABISIEMBIE €10 YCIYTH I10
NEPEChUIKE U TOJYyYEHUIO 3JICKTPOHHBIX COOOIIEHUHN, KOTOPBIE PaCIpeaeIsIFOTCS
B KOMIIbIOTEPHOU ceTU. OOBIYHO 3JIEKTPOHHBIA MOUYTOBBIM SIIHUK BBITJSIUT
CIICAYIONIMM 00pa3oM: uMs Tojb3oBareias @ wuMms gomeHa. Takxke Kpome
nepeaadr mpocToro TeKCTa, UMEETCs BO3MOKHOCTh Mepe/laBaTh (ailiibl.

OcCHOBHBIE COBETHI 110 6€30MacHOM paboTe C AIEKTPOHHOMN MOYTOM:

1. Hanmo BwIOpaTh NpaBUIBLHBIN MOYTOBHINA cepBHUC. B MHTEpHETE €CTh
OTPOMHBINM BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IlE JTOBEPSThH
TEM, KOT'0O 3HAeIllb U KTO NIEPBBIM B PEUTHHIE;

2. He yxaspiBail B nMu4HON mourte auuHyl0 uMHpopmanuio. Hampumep,
Jydiie BeIOpaTh "My3bIKaibHBIN (paHaT@" unu "pok2013" Bmecro "temal3";

3. Hcnonp3yil IBYXATalHyH aBTOPU3ALMI0. JTO KOrJa MOMHUMO HapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbIN 0 SMS;

4. Bp1Oepu CHOXKHBIN naposib. JJis KaKqoro mo4ToBOro suuKa J0JKEH
OBITh CBOU HAJCKHBIN, YCTOWYUBBIN K B3JIOMY TIapOJib;

5.  Ecim ecTb BO3MOXXHOCTh HAaIlMCaThb CaMOMY CBOM JIMYHBII BOIPOC,
WCIIOJIb3YH 3Ty BO3MOYKHOCTb;



6. Hcnonb3yli HECKOJIBKO TOYTOBBIX SIIMKOB. [lepBhIi Isi 4acTHOU
MIEPEINCKU C aJIpecaTaMy, KOTOPBIM Thl TOBEPSCIIb. JTO IEKTPOHHBIN aapec HE
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHN Ha OopyMax U CalTax;

7.  He oTkpbiBail (ailyibl U Ipyrye BIOXKEHUS B MUCbMaX, JIaXe €CIu OHU
MNPUIUIK OT TBOUX Apy3eil. Jlydille yTOUYHM y HUX, OTIPABIISUIA JIM OHU TeOE 3TU
Gaitnbr;

8. Ilocie oxoHYaHMsI paOOTHI Ha MOYTOBOM CEPBUCE MEpe] 3aKPhITUEM
BKJIAJIKH C CAUTOM He 3a0y/1b Ha)kaTh Ha "BeriiTu".

KubepOy/utHHT WK BUPTYyaJbHOE U31€BATEIbCTBO

KubepOymmmar -  mpecieoBaHUE  COOOIICHHUSIMH,  COACPKAIUMU
OCKOpOJIEHMs,  arpeccuto,  3allyrMBaHUE;  XYJIMTAHCTBO;  COIMAIBHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 60pbOE ¢ KUOEPOYIITMHTOM:

1. He Opocaiics B 060iil. Jlyummii crnoco0: MOCOBETOBATHCS Kak ceOs
BECTU U, €CIIM HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHAYAJIE YCIIOKOUTHCS.
Ecnu Thl HayHen» OoTBEYaTh OCKOPOJICHUSAMH HAOCKOPOJIEHUS, TO TOJIKO eIle
OO0JIBIIE Pa30KKEIb KOHPIUKT;

2. Ympaisit cBoel KHOeppemyTaIuei;

3. AHoHUMHOCTH B ceTu MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTB,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTU XyJIUTAaHCKUU 00pa3 BUPTyaJIbHOW *U3HU. HTEpHET
(GuKcUpyeT Bce TBOM JEHCTBUA M COXpaHAET MX. YJanuTh UX OyAeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobnronail cBOO BUPTYaJIbHYIO YE€CTh CMOJIOY;

6. Urnopupyii enuHuyHbli HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIE
coOOmIeHHsT Jy4ie urHopupoBaTh. OOBIMHO arpeccusi TMpeKpamaeTcs Ha
HayvaJIbHOM CTaJIuM;

7. bam arpeccopa. B  mporpammax oOMeHa  MTHOBEHHBIMHU
COOOIICHUSIMU, B COIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU
COOOIICHMI C OIIPEIETICHHBIX aPECOB;

8. Ecmu THI cBuaerens kuOepOysimHTa. TBOM JEWCTBUS: BBICTYIUTH
MPOTUB TMPECIEIOBATENA,I0KA3aTh €My, YTO €ro JIeUCTBUS OIICHUBAIOTCA
HETaTUBHO, TOJICPKATh JKEPTBY, KOTOPOM HYKHAIICUXOJIOTHYECKAsi TOMOIIIb,
COOOIIUTH B3POCIIBIM O (DAKTE arpeCCUBHOTO TOBEJICHUS B CETH.

MoouabHbli Tesaedon

CoBpemeHnHble cMapThOHBI M IUIAHIIETHI COAEPKAT B ceOe BIIOJIHE
B3pOC/bI  (YHKIIMOHAJA, W Tenepb OHM MOTYT KOHKYPUPOBaThb CO
CTallMOHAPHBIMU KOMIbIOTEpamMu. OJHAKO, CPEICTB 3alUTHl JJISI MOAOOHBIX
YCTPOMCTB IOKa OYEHb MaJO. TEeCTHUpOBAaHME M IOWUCK YSI3BUMOCTEM B HHUX
MPOUCXOJUT HE TaK WHTEHCUBHO, Kak 1isi I[IK, To ke camoe kacaerca u
MOOWITBHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yKe€ TMPAKTHUYECKH JIOTHAIN
HACTOJIbHBIE AHAJIOTH, OJIHAKO paciMpeHue (yHKIMOHAla BiE€YeT 3a COOOM
OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKpPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI J1J1s1 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huyero He sBnsieTcss mo-HacrosieMy OecriaTHBIM. Bylb OCTOpOKeH,
BeJlb KOTJIa Te0e mpeiaraloT 0eCIUIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI



KAaKHE - TO TUIATHBIE YCIYTH;
Hymait, npexnae udem otnpaBuTh SMS, ¢oto miam Bujaeo. Thl TOYHO
3HAEIlIb, I'/I€ OHU OYAyT B KOHEUHOM UTOre?

Heo0xoaumMo OOHOBIATH OMEPAIMOHHYIO CHUCTEMY TBOETO
cMmapThoHa;

Vcronb3yil aHTUBUPYCHBIE TPOTPAMMBI I MOOMJIBHBIX
TenedOoHOB;

He 3arpyxail npuioxeHus OT HEM3BECTHOI'O MCTOYHMKA, BEIb OHU MOTYT
COJIep>KaThbBPEIOHOCHOE MPOTPaMMHOE 00ECIICUEHUE;

[Tocne Toro kaxk Thl BBIMJEHIL C caifTa, Ie BBOAWI JUYHYIO HHGPOPMAIIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynainu cookies;

[Tepunonnueckn mpoBepsiid, KaKWe TUIATHBIC YCIYTH aKTUBUPOBAHBI Ha TBOEM
HoMmepe; JlaBaiicBoil HOMep MOOMJIBHOTO Tele(OoHa TOJIBKO JIOASAM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpsICIIIb;

Bluetooth momken ObITH BBIKJIOYEH, KOTJa Thl UM HE ToOjb3yelibes. He
3a0bIBail MHOTIAIIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - OTO KpacoudHble, 3aXBaThIBAIOIIHE
pa3BicdYeHUs, OOBEUHSIONIME COTHU THICSY YEJOBEK MO BceMy Mupy. Mrpoku
UCCIIEAYIOT JAHHBIA UM MHUp, OOIIAIOTCA APYT C APYrOM, BBHIMOJHSIOT 3aJlaHusl,
CPa)KaIOTCSl ¢ MOHCTPAMU M MOJIYYAlOT OMNBIT. 32 YJIOBOJILCTBUE OHU IUIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIHH.

Bce aTu cpenctBa uayT Ha MOJAEpKAHUE M Pa3BUTHE UTPHI, a TaKKe Ha
camy 0€30IaCHOCTh: COBEPIIICHCTBYIOTCSI CHCTEMbI aBTOPHU3AIIMHU, BBITYCKAIOTCS
HOBBIC MaTuu (IIUGPOBBIC 3aIUIATKHU JJIsL IPOTPaMM), 3aKPhIBAIOTCS YA3BUMOCTH
CEPBEPOB.

B momoOHBIX Wrpax CTOWUT oOmacaTtbCs HE CTOJBKO CBOMX COTNEPHHKOB,
CKOJIBKO KpayKl TBOETO IMapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3allUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOI0 aKKAyHTA:

1. Ecmu gnpyroil wurpoxk BemeT ceOs IIIOXO WM CO3JaeT Tebe
HEMPUATHOCTH, 3a0JIOKUPYH €Tr0 B CIIHCKE UTPOKOB;

2. Iloxanyiica aIMUHHCTpATOpaM UIPbl HAa IUIOXO€ IIOBEACHUE
TOTO WrPOKa, KENAaTeIbHO MNPUIIOKUTh KaKUe-TO J0Ka3aTelbCTBA B BHUJE
CKPUHOB;

He yka3zbiBaii muunyto nHGOpMaIuio B mpodaiisie urpsi;
YBaxkal Ipyrux y4acTHUKOB I10 UIPE;

He ycranaBnuBaii HeounaabHbIe TATYH U MOJIBI;
Hcnonb3yi Cl10kKHBIE U pa3HbIE MTAPOIIH;

7. Jlaxxe BO BpeMs WTPhl HE CTOUT OTKJIIOYATh aHTHBUpPYC. [loka TbI
Urpaelllb, TBOW KOMIIbIOTEP MOTYT 3apa3uTh.

@OUIIMHT WK KPakKa JUYHBIX JaAHHBIX

OOBIYHOM KpaXkel JIeHeT W IOKYMEHTOB CETOIHS YK€ HUKOTO HE YUBUIIIb,
HO C Pa3BUTHUEM HWHTEPHET-TEXHOJIOTHI 3JOYMBIIUICHHUKH TEPEMECTHIINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " MIOOMMBIM" JIEIOM.

Tak mosiBWIIach HOBasl yrpo3a: WHTEPHET-MONICHHUYECTBA WM (DUIITHHT,
IJIaBHAsl 1I€JIb KOTOPOTO COCTOWT B TMOJYYEHUU KOHQMUICHIIUATHHBIX JTaHHBIX
NoJIb30BaTelie - JIOTMHOB W Tmapojiei. Ha anrmuiickom si3pike  phishing

o 0k~ w



yuraercsa kak ¢umuar (ot fishing - peioHas nosis, password - maposs).

OcHOBHBIE COBETHI MO0 OOPHOE C PUITUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaelib, 4TO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIMUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. HWcmonme3yii Oe3omacHble BeO-CAaThl, B TOM YHCIE, HWHTCPHET-
Mara3uHOB U MTOMCKOBBIX CHCTEM;

3. Hcnonb3y#t cnoxHble U pa3Hble mapoiau. Takum oOpa3oM, eciiu Teos
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU TOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
po IO B CETH, a HE KO BCEM;

4.  Ecnam Tebs B3iOMaaM, TO HEOOXOIUMO MPEIyNpPEUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE 100aBIEHBI Y T€OS B IPY3bSIX, O TOM, YTO TE€OS B3JIOMAJH U,
BO3MOXKHO, OT TBOETO HUMEHH OyJeT pacchulaThbCsl CIaM M CCBhUIKM Ha
(UIIMHTOBBIE CANTHI;

5. YcraHoBu HaaexHbIH maposb (PIN) Ha MoOMIBHBIH TenedoH;

6. OTKIIOYM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpbIiBail (ailsibl U Ipyrue BIOXKEHUS B MMUCbMaX, JTaXe €CJI OHU
NPUIIUTA OT TBOUX Apy3el. Jlydie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe ITH
(baibl.

Hudposas penyranus

[Mudposas penmyramus - 3T0 HETaTUBHAS WU MO3UTHUBHAS MHGOPMAIHS B
cetu o tebe. Komnpomerupyromas nHpopmaiusi, pa3MeIeHHAas: B UHTEPHETE,
MOKET CEepbEe3HBIM 00pa30M OTpa3UThCA Ha TBOEH peasibHOMU ku3HU. "Ludpoas
penytamus" - 3TO TBOM UMUK, KOTOPbIN (popmupyercs u3z nHbopMaIim o Tede
B UHTEPHETE.

TBoe MecTO JKUTENhCTBA, Yy4eObl, TBOE€ (PUHAHCOBOE IOJIOKEHUE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpoCTKU JIETKOMBICIEHHO OTHOCATCS K MyOJUKAIMKU JIMYHON
uHdopmaruu B UHTepHETEe, HE TOHMUMAasi BOBMOXKHBIX MociencTsuil. Tol gaxe He
CMOYKEIIb IOTaaaThCsi O TOM, 4TO oTorpadusi, pasMelieHHas 5 JIeT Ha3aj, cTaia
MPUYMHON OTKAa3a MPUHATH T€OS Ha padoTy.

KomMmenTapuu, pasmMerieHne TBoux Qororpaduii W Ipyrue ASHCTBHS
MOTYT HE UCUE3HYTh JaKe MOCJE TOTO, KaK Thl UX yJalHIIb. Thl HE 3HACIIb, KTO
COXpaHWJ 3Ty HH(MOPMANHIO, TOMansa JM OHAa B TOHCKOBBIE CHCTEMBI H
COXpaHWJIach U OHA, a TJIABHOE: YTO MOAYyMAarOT O TeOe OKpY’KAIoIIue JIFO/H,
KOTOpbIE HAUIYT U YBUIAT 3T0. HaliTu nH(OpMaIuio MHOTO JIET CITYCTSI CMOXKET
10001 - Kak U3 H0OphIX MOOYKICHHUM, TaK U ¢ HAMEPEHUEM MPUYUHUTH BPE]I.
DTO MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3aIIUTE HU(POBON permyTaIIH:

1. Tlomymaii, mpexae 4eM 4TO-TO MyOJMKOBATh U TMEpenaBaTh y ceOs B
OJiore WM B COIMAJIbHOM CETH;

2. B HacTpoiikax nmpoduisi yCTaHOBU OIpaHUYEHUSI HA MPOCMOTP

TBOEro Mpouisi U €ro COJAEpPKUMOro, CIenail ero TONbKO s
npyseit";

3. He pasmemaii u He ykaspiBal HHQPOpMAIMIO, KOTOpas MOXKET
KOT0-JINOO OCKOPOJIATH HJIK OOMKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJbHUKM - aKTUBHBIE TOJb30BaTeNd IU(POBOTO
npoctpaHcTBa. OfHAKO daleKo HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTHMH



BO3MOXKHOCTSIMH ~ LIMPPOBOrO  MUpa TpeOyeT coONIoAeHHUs TpaB  Ha
MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIIEKTyanbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yma, HAayMHasi C HOBBIX H300pPETEHHM M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMH,
dororpadusaMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSAMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIMTEPATYpPhbl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYIAIOT
B KaueCTBE rapaHTHH TOTO, YTO MHTEIICKTYaIbHBIM/ TBOPUECKHIA TPY/ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeUIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yJibTaTax CBOErO TPyAa, MOJYYUTh W3BECTHOCTb M Npu3HaHue. HUkKTo
0e3 pa3pelIeHUsT aBTOpa HE MOXET BOCHPOU3BOAUTH €0 MPOU3BEICHNUE,
pacmpocTpaHsiTh, MMyOJIMYHO JEMOHCTPUPOBAThH, IMPOJaBaTh, UMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIOJIHATDH, TOKA3bIBATH/UCIIOIHATE B d(hUpe WK
pa3memath B IHTEpHETE.

Hcnonb3oBanue "muparckoro" MpPOrpaMMHOTIO OOECTICUYEHHUS] MOKET
MPUBECTH K MHOTMM pPHUCKaM: OT MOTEPU JAHHBIX K TBOUM AaKKayHTam JO
OJIOKMPOBKU TBOETO YCTPOMCTBA, IJIe YCTAHOBJICHA HeJlerajibHas nporpamma. He
CTOMT TakXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHble U OecIUIaTHbIE
IPOrpamMMbl, KOTOPbIE MOKHO HAlTH B CETH.

O nopraJie

CetreBuuoK.p - TBOW TJIaBHBIM COBETUYMK B CETH. 3/1€Ch Thl MOXKEIIb
y3HaTh O O€30MacHOCTH B CETH TMOHATHBIM W JOCTYIHBIM S3BIKOM, a TIpH
BO3HMKHOBEHUU KPUTHUYECKON CHUTyallud OOpaTUTHCA 33 COBETOM. A Takxke
MPUHSATH y4aCTHE B KOHKYPCAX M CTaTh CaMbIM ITU(PPOBBIM TpakTaHUHOM !
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_" OB UH®OPMAILIMOHHOM BE3ONACHOCTHU

HEJIb35

1.  BceMm mompsim coo0marh CBOK YacTHYIO HHPOpPMAIUIO (HACTOSIINE
uMms, hammnio, TenedoH, aapec, HOMep IIKOJbBI, a Takke ¢oTtorpadguu CBOW,
CBOEI CEMBU U JIpy3€eil);

2. OTKpbIBaTh BIOXEHHBIC (aIIBI SJICKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIIb
OTIPaBUTEIIS,

3. T'pyOuts, mpuanpartbcs, OKa3bIBaTh IABICHUE - BECTU CE0s1 HEBEIKIIMBO U
arpeccHBHO;

4. He pacnopsokaiics JeHbIaMH TBOEH ceMbU 0€3 pa3peleHus CTapIiuXx -
BCErJla CrpalmBail poauTeIeH;

5. He Bcrpeuwaiics ¢ HVHTEepHET-3HAKOMBIMU B PEAIbHOM KU3HU -
IIOCOBETYHCSA CO B3POCIIBIM, KOTOPOMY JIOBEPSECILIb.
OCTOPOXHO

1. He Bce nmumyt npaay. Yuraemsb o cebe HenpaBay B MHTepHere -
coo0mM 00 3TOM CBOMM POAUTEINISAM WIIM OTIEKyHaM;

2. Ilpurnamaror nepenuchiBaThCs, UTPaTh, OOMEHUBATHCS - TPOBEPD, HET JIH
MOABOXA;

3. HesakonHoe konupoBaHue Qaitnos B IHTepHETE - BOPOBCTBO;

4. Bcerma pacckasbpiBail B3poCibIM O MpoOjemMax B CETH - OHM BCErjaa
IIOMOT'YT;

5. Hcnone3yii HacTpoWku O€30MacHOCTH M TPUBATHOCTH, YTOOBI HE

IIOTEPATH CBOU AKKAYHTBI B COLICETAX U APYTUX IOpTaIax.
MOXHO
1. YBaxal Ipyrux noJib30BaTelleH;
2. llonwp3yeubcsa MHTEpHET-UCTOYHUKOM - JIeJIaidl CCBUIKY Ha HETO;

3. OTKpbIBail TOIBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmarecsd 3a TOMOIIBIO B3POCIBIM - POJUTEIH, OINEKYHbl U
aIMUHUCTpALIMSl CAaUTOB BCErJa MOMOTYT;
5. Ilpo¥inu oOyuenue Ha caiite "CereBUuoK" u TOJIy4H

nacrnopT 1u@poBoro rpaxaaHuHa!



